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ABSTRACT
The paper is a brief review on the paper “Methodologies for Quan-
tifying (Re-)randomization Security and Timing under JIT-ROP”
[2]. The review will give a brief summary of the paper followed by
the advantages and disadvantages of the paper. Finally, the review
will post some questions relating to the paper and conclude with
potential discussions.
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1 SUMMARY
Since the impact of code (re-)randomization on code reuse attacks
have not been studied, the paper [2] conducts a measurement study
on the effectiveness of code randomization schemes. They measure
the availability, quality, and their Turing-complete (TC) expressive-
ness of gadget. Furthermore, they use TC to obtain the upper bound
of re-randomization intervals. The experimental results conclude
that the upper bound range is between 1.5s and 3.5s. In addition,
they find that the location of pointer leakage does not impact gad-
get availability but it impacts the speed of attackers to find gad-
gets. Finally, they also discover that single-round randomization
in instruction level will impact the gadget finding techniques. In
conclusion, the paper conducts many methodologies to analyze the
fine-grained address space lay- out randomization (ASLR) protec-
tion under the JIT-ROP (Just-in-time return-oriented programming)
threat model. There are two different methods, one is for measur-
ing types and quality of gadgets, and another is for computing the
upper bound of re-randomization to help defenders make decisions
of configurations.
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2 ADVANTAGES
2.1 Measurement methodology to evaluate

ASLR’s effectiveness
Directly launching exploits is not useful due to low scalability, low
reproducibility, and confusion of the judgement of security. The
paper designs a novel mechanism to compare results under multiple
ASLR conditions. Furthermore, it can perform the JIT-ROP attacks
in a scalable fashion. To quantify the impact, the method counts
the number of available gadgets under the JIT-ROP. To quantify the
quality of gadget chains, they computing the register corruption
rate. To quantify the difficulty of accessing privileged operations,
they compute the number of system gadgets and count libc pointers.
They are really helpful to evaluate the impact of ASLR.

2.2 Measure the quality of individual gadgets
They give a detailed analysis of register corruption for each gadget
to measure the quality of individual gadgets. Furthermore, they
measure the register corruption rate by analyzing how the core
instruction of a gadget can get modified. To consider multiple core
instructions, they utilize the core instruction that is closest to the
ret instruction. This is one of the most interesting steps.

3 DISADVANTAGES
3.1 Types of gadgets for evaluation
They use the Turing-complete, priority, and MOV TC gadget sets
for the evaluation because they can precisely identify those gadgets
in the extracted 21 types of gadgets. But for those gadgets that
are not included for evaluations, they also impact the process of
experiments, the paper ignores their impacts here and they should
be considered.

3.2 Methodology for re-randomization
experiments

They take 100 consecutive address space snapshots from an appli-
cation/library re-randomized by Shuffler and manually analyze the
address space snapshots to evaluate the impact of re-randomization.
There should be a more efficient method to analyze the space snap-
shots.

4 QUESTIONS
Questions regarding the technical details.

• What is the definition of gadget in this paper? What is their
function? What does the quality of a gadget chain mean?
We need a better understanding of gadgets.
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• Shorter intervals (e.g., millisecond-level) incur runtime over-
head, why not to compute a low bound of re-randomization
intervals? Do they ignore it or it will not impact a lot?

• Since they can precisely identify those gadgets, such as
Turing-complete, priority, and MOV TC gadget sets, they
only use them. What about other types? If they only can be
identifies roughly, how to consider them in the evaluation?

• For themeasurement of vulnerable pointers in a stack/heap/data-
segment, they identify the number of unique libc pointers.
Why libc pointers? Are there any other pointers? They do
not exploit vulnerabilities to leak libc pointers, but how do
they know the address mapping of libc? What about the
linear scanning?

• In the case of multiple core instructions of a gadget type,
they consider the core instruction that is closest to the ret
instruction. Why ret instructions? There should be more
explanations.

5 DISCUSSIONS
5.1 Evaluation for fine-grained randomization
Common randomizations use entropy to measure the effectiveness
of hindering code-reuse attacks. And JIT-ROP attacks leverage on

code connectivity to discover code page. Designing an entropy met-
ric to compute the degree of code isolation and code connectivity
is a challenge.

5.2 Availability of gadgets
They design the experiments based on the availability of various
kinds of gadgets. However, in reality, attackers need to conduct
a series of operations including finding a vulnerability or leaking
memory for the actual invocations of gadgets. In this paper ,they
assume an attacker has already overcome the initial obstacles, but
what will happen if we do not know the practical strength of attacks.
There should be more analysis of gadget availability.

6 SOURCE TEMPLATE
Find it on the ACM website [1].
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